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Chapter 1: Introduction

Welcome to the NastelAutoHlot IBM Integration BugIIB) Probe Installation Guide (1B was formerly
called WebSphere Message Broker.) This guide describes installation, configuration, and user interface.
Please review this guide carefully before installing and using the product.

1.1 How This Guide is Organized

Chapter 1 Identifies the users and history of the document as well as supplying support and
reference information.

Chapter 2 A brief overview of AutoPilot IIB Probe and its components.

Chapter 3 Describes AutoPilot 1B Probe’s installation.

Chapter 4: Describes AutoPilot 11B Probe’s configuration.

Chapter 5 Describes using 11B Probe.

Appendix A  Provides a list of reference information for using AutoPilot TransactionWorks Probes.
Appendix B Contains conventions used in this document.

Glossary Contains a listing of unique and common acronyms and words and their definition.

1.2 History of this Document

Table 1-1. Document History

Release Date Document Number IIB Version Summary
March 2016 AP/I1BP 604.001 6.0.4 Initial release
August 2016 AP/IIBP 604.002 6.0.4 Enhance Event Flow instructions,

section 4.4 (Mantis 14511)

Update Nastel’s phone numbers and

August 2017 AP/I1BP 604.003 6.04 street address

1.3 Related Documents
A complete listing of related and referenced documents is in Appendix A of this guide.

1.4 Release Notes

See the READMEIhtm files on your installation media or AutoPilot TransactionWorks installation
directory. Release notes and updates are also available through the Nastel Resource Center at:
http://www.nastel.com/resources.

1.5 Intended Audience

This document is intended for personnel configuring and using AutoPilot TransactionWorks probes. The
person configuring AutoPilot probe should be familiar with:

1 IBM® WebSphere® MQ

1 IBM® WebSphere® Message Broker
17 JVM.

AP/IIBP 604.003 1 © 2017 Nastel Technologies, Inc.
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1.5.1 User Feedback

Nastel encourages all users of AutoPilot TransactionWorks to submit comments, suggestions, corrections,
and recommendations for improvement for all AutoPilot TransactionWorks documentation. Please send
your comments via mail or e-mail. Send e-mail messages to: support@nastel.com. You will receive a
written response, along with status of any proposed change, update, or correction.

1.6 Technical Support

If you need additional technical support, you can contact Nastel by telephone or by e-mail.

9 To contact Nastel technical support by telephone, call 800-963-9822 ext. 1. If you are calling
from outside the United States, dial 001-516-801-2100.

9 To contact Nastel technical support by e-mail, send a message to support@nastel.com.

9 To contact Nastel technical support through the support website (user ID and password are
required), go to http://support.nastel.com/btracker, or visit the Nastel Resource Center at:
http://www.nastel.com/resources.

Contact your local AutoPilot TransactionWorks administrator for further information.

1.7 Terms and Abbreviations

A list of terms and abbreviations used in all AutoPilot TransactionWorks document is located in the
Glossary.

1.8 Conventions

Refer to Appendix B for typographical and naming conventions used in all AutoPilot TransactionWorks
documentation.

© 2017 Nastel Technologies, Inc. 2 AP/IIBP 604.003
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Chapter 2: About AutoPilot Tran sactionWorks 1IB
Probe

AutoPilot TransactionWorks I1B Probe is a lightweight performance measurement and monitoring tool
for live applications. It records transaction related data, response time, and exceptions for activities
initiated from applications and Web sessions. This tool can be used to detect bottlenecks and failures.
AutoPilot TransactionWorks 11B Probe is designed for live applications in development, QA, and
production environments, with minimal performance overhead.

The AutoPilot TransactionWorks 11B Probe allows the user to track and report message flow transaction-
level performance data, and to support transaction monitoring, transaction auditing, and business process
monitoring as shown in Figure 2-1. AutoPilot TransactionWorks 1IB Probe leverages the Message
Broker Monitoring events feature that allows you to configure a message flow that emits monitoring
events. As the configured events occur in the message flow, XML documents are generated and
published as pre-defined topics by the broker on which the message flow is deployed. AutoPilot
TransactionWorks 11B Probe consumes these events from subscribe Topics\MQ queue and publishes to
the Transaction Analyzer.

To configure your message flow to emit event messages that can be used to support transaction
monitoring, transaction auditing, and business process monitoring, please refer to IBM documentation on
how to configure WebSphere Message Broker (11B) monitoring events.

2.1 AutoPilot TransactionWorks Architecture
AutoPilot TransactionWorks (Figure 2-1) has three major components:

9 Transaction Probes (TPs)
1 Transaction Analyzer (TA)
9 AutoPilot TransactionWorks Explorer

TPs are application programs that are executed at a user-defined place in transaction processing
applications and collect transaction-related data. TPs intercept the transaction message data and publish it
to the TA.

TA is an AutoPilot M6 expert (can also be executed as a Web Service or Standalone application) that
collects the transaction message data (published by TPs), analyzes it in real-time, and publishes metric
facts to the AutoPilot M6 facts board as summary statistics. The facts collected can then be recorded in a
database for report generation, and/or used to build business views that address your specific needs.

TA has two transport options:
1 TCP/IP (Java, .NET, WMQ Probe, and Direct Feed)
1 HTTP (Java and Direct Feed)

JMS is only available when running TA as a Web Service. TA can be configured to collect
transaction details via either one, or all of the transports simultaneously depending on the
transaction probes configuration. It can also log transaction details to any database via Java
Database Connectivity (JDBC) configuration.

AP/IIBP 604.003 3 © 2017 Nastel Technologies, Inc.
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The Explorer provides a graphical view of transaction processing network metrics:

2.2

The Summaryiew shows overall transaction processing network metrics.

The Top Chartview shows the top transaction groups with missed SLAs, failures, and the longest
running transactions.

The Activity view shows total transaction metrics for various component levels in the transaction
processing network for the specified period of time.

The Statisticsview shows transaction volume for different execution times and transaction
processing network components.

The Traceview provides details for specific transactions.
The Profiler view provides application call metrics for the specified period of time.

The Settingsview allows the default page, date, time, and number formats to be set along with
various filter default values for the currently signed in user.

The Administrationview allows new transaction group definitions to be created, default page,
date, time, and number formats to be globally set along with various filter default values, SQL
gueries to be run against the database, and records to be purged from the database.

AutoPilot TransactionWorks Direct Feed Probe

AutoPilot TransactionWorks Direct Feed Probe allows data collected by other, possibly remote,
applications to be fed directly to TransactionWorks Analyzer, applying the necessary conversions to
translate the information into the format recognizable by the TransactionWorks Analyzer. For example, a
log file containing a series of operation events can be converted to represent operations in a "transaction”,
which allows grouping of related events. The probe can either be run as a standalone application, or
integrated into an existing application.

The TransactionWorks Direct Feed Probe consists of the following components:

1

Activities — represent some action to be recorded in the TransactionWorks Analyzer. Some
examples of an activity include operations, events, etc.

Parsers— process the raw activity data from a feeder, extracting the activity fields from the raw
data and mapping them to the appropriate activity property.

Feeders- extract the raw activity data from a source. Some examples of feeder sources include
files, streams, queues, etc.

Configuration — defines the parser and feeder instances.

© 2017 Nastel Technologies, Inc. 4 AP/IIBP 604.003
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AutoPilot M6 Console M6 Web Server

Reports Facts Business View

\ AutoPilot M6
CEP Server

Transaction
Database Analyzer

|

A

Direct Feed Probe TCP/IP
HTTP
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!

Subscription
(Queue/Topic)

TTCP/IP Pipe

1B

XML

Flow Event
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Figure 2-1. AutoPilot M6/TransactionWorks Architecture
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2.3 AutoPilot TransactionWorks Definitions

AutoPilot TransactionWorks defines the following concepts as follows:

Application — Represents a logical collection of software components that perform a business function
running on a specific server.

Duration — The “clock™ time that a transaction took to complete. This is the difference between the time
of the first send operation and the end of the last LUW.

Logical Unit of Work (LUW) — Represents a collection of operations and messages within a session that
should be considered to be a single unit of work (all or nothing property). These are generally delimited
by START/COMMIT calls.

Message- Represents a physical message being transported through the network.
Message Age— The time that a message was in a resource waiting to be processed.
Operation — Represents a specific operation, such as send, receive, connect, commit, etc.

Resource— An entity on which transactions are executed or a medium of exchange (e.g., Queue, DB
table, file, JMS topic, etc).

Resource Manager— An entity that is managing a collection of resources. Examples include a WMQ
Queue Manager, Application Server, and Database Server.

Runtime — The period during which the program is executing.

Sessio — Represents a specific period of execution of an application. Examples include the interval
during which a database or queue manager connection is active.

Transaction — A group of activities targeted at achieving a common goal or a task. It is represented by a
collection of related LUWS. This relationship is determined based on the messages exchanged between
the LUWS.

Wait Time — The time that a receive operation was blocked waiting for a message to arrive.

Workload — The sum total of the execution times of all LUWSs in a transaction.

© 2017 Nastel Technologies, Inc. 6 AP/IIBP 604.003
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Chapter 3: AutoPilot TransactionWorks 1I1B Probe
Installation

This chapter provides instructions for setup requirements and a typical AutoPilot TransactionWorks
installation. Installation can be performed using either pre-built scripts or manual procedures. The steps
and procedures covered in this chapter are described in the following sections:

9 3.1 Before Installation
M 3.2 |Installing AutoPilot IIB Probe

3.1 Before Installation

The procedures in this chapter cover the installation of the AutoPilot TransactionWorks 1B Probe.

3.1.1 Technical Documents

Prior to installation you should review all text files and installation procedures. You should print, as
needed, all of the installation-related materials to give yourself quick access to any required information
during any installation procedures. Additional sets of printed documents are available from your Nastel
representative or Nastel Support.

3.1.2 Installation Requirements

The requirements outlined in the paragraphs below specify the minimum requirements for AutoPilot
TransactionWorks.

3.1.2.1 Hardware Requirements
9 Hardware and operating system compatible with Java 1.5
1 512 MB RAM or higher

3.1.2.2 System Requirements

Java Runtime Environment 1.6+

3.1.3 Contents of AutoPilot TransactionWorks Distribution
The AutoPilot TransactionWorks distribution package consists of the following:

books— AutoPilot TransactionWorks user documentation
explorer — AutoPilot TransactionWorks Explorer files
probes— AutoPilot TransactionWorks Probes files, organized by probe type

analyzer— AutoPilot TransactionWorks Transaction Analyzer files

= =4 =4 =4 =4

samples- Sample applications for demonstrating AutoPilot TransactionWorks features.

AP/IIBP 604.003 7 © 2017 Nastel Technologies, Inc.
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3.2 Installing AutoPilot 1IB Probe

Extract files from the installation package to desired location. For example:

1. Create the directory structure: C:\ nastel \ aptm.
2. Copy the folder <TW_INSTA 1IB_PROBE to C:\ nastel \ aptm.

The resulting file structure should look like this:

4 i, Local Disk (C) = Name

B mysql | custom

I mysql-workbench | datapower

4 |, nastel | message-broker
4 1 aptm . mift_fte
4 | IIB_PROBE . multiple-logs
. config , single-log
B doc | tran-stitch

. lib

4 | samples

. custom
. datapower
. message-broker
. mft_fte
. multiple-logs
. single-log
, tran-stitch
B 1. AutoPilotME

Figure 3-1. File Structure

Before being able to run the probe, it needs to be configured, as explained in Chapter 4. Once the
configuration is complete, the probe is ready to be run.

© 2017 Nastel Technologies, Inc. 8 AP/IIBP 604.003
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Chapter 4. Configuring AutoPilot 1B Probe

4.1 Process Flow

The figure below depicts the process flow.

N N S N g Direct Feed

Figure 4-1. Process Flow

1. Configure the Direct Feed Probe for 11B.

a. Use the Nastel provided sample Direct Feed Probe (tw - direct - feed - probe.xml ) that is
already setup and configured for IBM Integration Bus (Message Broker). The sample Direct
Feed Probe XML file is found in the directory:

C:\ nastel \aptm\IIB_PROBE\ samples \ message - broker

b. Change the contents of the file to specify a queue manager and a topic* (or queue).

NOTE: 1IB uses a topic * to publish message flow data. The example described in this guide uses the
topic. If using a queue, create a subscription (this is an MQ object). (Refer to section 4.5.) The
subscription relates the topic* published by the 11B to that queue.

c. The user could customize this if other options are required. (Refer to section 4.2 and section 4.6.)
2. Configure the 1B to emit events to the topic. (Refer to section 4.4.)

a. mgsichangeflowmonitoring BROKER1 - C active -g 1]
(all integration servers, all message flows)
OR
b. Use a mgsichangeflowmonitoring command to enable monitoring for specificintegration

servers, application, and message flows.

* 1IB uses this topic to publish flow data:
$SY S/Broker/<brokerName>/Monitoring/<executionGroupName>/<flowName>

4.2 Properties

Properties are used to define the behavior of parsers and feeders. Properties are identified by name, and
the set of properties supported by a parser or feeder, as well as how those properties are interpreted, are
specific to that class of item. There are predefined properties that are supported by the built-in parsers
and feeders. However, additional properties can be referenced by a parser definition (used with user-
defined custom parsers). Parsers and feeders will ignore any properties they don’t recognize. In addition,
properties can be either required or optional, depending on the parser or feeder. If a required property is
not defined, the initialization of the parser or feeder will fail. The built-in properties (along with their
general interpretations) are:

1 DateTime - represents an initial, base, or default date, time, or date/time
FieldDelim  — represents the delimiter between fields in raw activity data
FileName - represents a file name

Pattern —a regular expression pattern

= =4 =4 =

SignatureDelim  — string representing delimiter to use between components used to compute
unique signature to identify the message associated with an activity

AP/IIBP 604.003 9 © 2017 Nastel Technologies, Inc.



Chapter 4: Configuration AutoPilot 1IB Probe

9 SocketPort — TCP port number to either connect to or listen for connections on

9 StripQuotes - flag indicating whether double quotes should be stripped from field value
(expected to be set to “true” or “false™)

ValueDelim - represents the delimiter between label and value for a field in raw activity data
Channel — represents a communications channel

DateTime - represents an initial, base, or default date, time, or date/time

FieldDelim  —represents the delimiter between fields in raw activity data

FileName - represents a file name

Host — represents a server host name or IP Address

Namespace — represents the name of a namespace

Pattern —a regular expression pattern

Port — communications port number to either connect to or listen for connections on
Queue — represents a queue name

Queue Manager — represents a queue manager name

=A =4 =4 4 -4 -4 -4 -4 4 -4 4 A

SignatureDelim  — string representing delimiter to use between components used to compute
unique signature to identify the message associated with an activity

9 StripHeaders - flag indicating whether these headers should be stripped from the data, for
environments in which the data can have headers along with the user portion

9 StripQuotes  — flag indicating whether double quotes should be stripped from field value
(expected to be set to “true” or “false”)

1 Subscription  — represents the name that will be given to the subscription generated when
subscribing to a topic using Publish/Subscribe framework. Used with Topic  and/or
TopicString

9 Topic - represents a topic object to subscribe when using Publish/Subscribe framework to
connect to the tracking event stream

9 TopicString  — represents a fully qualified topic name or a topic set using wildcard characters
string to subscribe when using Publish/Subscribe framework to connect to the tracking event
stream

1 ValueDelim - represents the delimiter between the label and value for a field in raw activity
data.

4.3 Configuring Message Flow Events

v NOTE: always processed if you enable the flow(saaids.4).

Configurmmessage flow events is optional if the user only wants transaction start and stop €

The IBM sample message flow application “SurfWatch” is depicted in Figure 4-2. It is one of the sample
message flows shipped with the broker. It has a single input node, one transformation step, and an output.
It also has a potential failure node. This sample demonstrates how to configure message broker flow to
emit event messages using the IBM WebSphere Message Broker toolkit (WMB toolkit). This is for
illustration purposes only. Each customer should be able to configure his/her message broker flow to
emit event messages.

Using the WMB toolkit, open message flow “SurfWatch” with the message flow editor. In the graphical
diagram select the nodes you want to monitor. The example below (Figure 4-2) shows there are three
nodes configured with monitoring events.

© 2017 Nastel Technologies, Inc. 10 AP/IIBP 604.003
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SURPWATCH_FAIL

su RFWAT(N‘
“+

Change The Message

Fublish Reports

Graph | User Defined Properties
= Properties &3 [£ Problems | B Deployment Log

= Default Values for Message Flow Properties - SurfWatch
Brorargtian Configure monitoring events,

Monitoring Ewvents

3 events defined, Events are defined via the Monitoring tab of a selected node in the message flow,

Enabled MNaode Event Source Ewent Source Address Event Mame

v Publish Reports In terminal Publish Reports.terminalin Publish Reports.InTerrminal

v SURFWATCH Transaction start SURFWATCH transaction. 5., SURFWATCH. TransactionStart
v SURFUWATCH_FAIL In terminal SURFWATCH_FAIL terminal...  SURFWATCH_FAIL InTerminal

Figure 4-2. Configuring Message Flow Events

To configure the message broker node to enable monitoring events, do the following:

1.

2
3.
4
See Step 5 - Event Source

See Step 6

See Step 10

]
See Step 9 ‘ Event Filter
)

Select a node in your message flow.

Display properties.

Select the Monitoring tab.

Click Add to display the Add eventlialog box (Figure 4-3).

@ Add event @

Basic |Cnrrs\atiﬂn Transaction

Select the source of the event,

Transaction end A

Event Source Address

The broker identifies an ewvent source using an event source address, Use this value when you enable and
disable event sources using runtime comrmands,

SURFWATCH.transaction.End

Event Mame
Prowide the name by which events emitted fram this source are ta be known, Specify either a literal
narme, or the location of a character field in the message tree or elsewhere in the message assembly,

@ Literal SURFWAATCH. TransactionEnd

) Data location Edit...

Provide an expression to control whether the event is emitted, The expression must evaluate to true or
false, and can reference fields in the message tree or elsewhere in the message assembly,
Ifyou do not specify a value, the value true() is used,

true) Edit..,

Event Payload

host events need to contain data taken from fields in the message tree or from elsewhere in the
ressage assembly. Data taken from simple fields or complex fields appears in the event in XML character
format, An event can also contain bitstrearn data, which appears in the event as hexadecimal bytes,

Data location Add.,

Edit...

Delete

[Clinclude bitstream data in payload

Figure 4-3. Add Eventi Basic

AP/IIBP 604.003 11
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5. Use the drop-down list to complete the Event Sourcefield.

6. Select either Literal or Data locationand complete the Event Namedetails.

7. Every monitoring event has a name that is placed in the
wmb:eventPointData/wmb:eventldentity/ @wmb:eventName attribute of the
event. The default names are shown in the following table:

Table 4-1. Monitoring Event Default Names
Event Source Default Event Name Example
Transaction Start nodelLabellransactionStart MQInput.TransactionStart
Transaction end nodelLabellransactionEnd MQInput.TransactionEnd
Transaction rollback nodeLabellransactionRollback MQInput.TransactionRollback
Terminal nodeLabeterminal_labelTerminal MQInput.OutTerminal

8. You can override the default in two ways:
a. By specifying an alternative literal string.

b. By specifying an XPath query; the query extracts the event name from a field in the input
message. Click Edit to use the XPath Expression Blder (Figure 4-4).

You cannot use monitoring properties to configure transaction events on the following nodes:

9 Collector node
1 Resequence node.
Use a monitoring profile instead.
9. Optional: Complete the Event Filter section by providing an XPath expression to control
whether the event is emitted. Take one of the following steps:
a. Type in the expression (for example, $Body/StockTrade/Details/Value>
10000); or

b. Click Edit to launch XPath Expression BuilddFigure 4-4.)

The expression must evaluate to true or false, and can reference fields in the message tree, or
elsewhere in the message assembly. The default value is true() , which means that the event is
always produced.

Using this facility, you can tailor event emissions to your business requirements, by filtering out
events that do not match a set of rules. This can reduce the number of events emitted, and reduce
the workload on your monitoring application.

© 2017 Nastel Technologies, Inc. 12 AP/IIBP 604.003
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Event Source
Select the source o @)(Path Expression Builder = E

Transaction start | ~<Fath Expression Builder

Select the target from the Schema wiewer or Operator viewer and drag and drop the nodes in the source wiewer below,
Event Source Addy)

The broker identifi
disable event sour

Data Types Viewer Operators
SURFWATCH.tra (0% Data Types |
Event Mame ' :X:= 2::001: . !
. 9= -
Provide the name ropertle.s <
marme, or the locat + #9= $LocalEnvironment <
) (9= $DestinationList Bz
Literal ()= $ExceptionList >

. ] t =
@ Data location $Enviranmen

Event Filter

Provide an express
false, and can refe
If you do not speci

Showe XML Scherma groups
truel) .
XPath Expression

Event Payload

fost events need {
ressage assembly
format, An event c

[ (] pace settings
Cunin Lo i

Figure 4-4. XPath Expression Builder

10. Optional: Complete the Event Payload section if the event is to contain selected data fields
extracted from the message. Click Add to launch the Add Data Location dialog box. Take one
of the following steps:

a. Type in the location (for example, $LocalEnvironment/  File/Name ); or
b. Click Edit to launch XPath Expression Builder.

You can extract one or more fields from the message data and include it with the event. The
fields can be simple or complex. Simple content is contained in the
wmb:applicationData/wmb:simpl eContent field of the event; complex data is
contained in the wmb:applicationData/wmb:complexContent field.

This facility is commonly used for communicating significant business data in a business event.
If the event contains the input bit stream, this facility can also be used to extract key fields,
allowing another application to provide an audit trail or to resubmit failed messages.

11. Optional: Select the Include bitstream data in payloadfield if the event is to capture message
bitstream data.

Content
Select from Headers , Body, All
Encoding
Select from base64 , HexBinary and CData (the original text, without encoding).
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12. Optional: Select the Correlation tab (Figure 4-5), to complete details for event correlation.
Select Automatic option to complete the Event Correlation details.

@ Edit ewent @

Basic | Correlation | Transaction

Event Correlation

A monitoring application uses event correlatars to match events emitted by the same, or related,
business transactions, & local transaction correlator links the events emitted by a single irvocation of a
message flow, & parent transaction correlator links the events from a message flow to a parent message
flowe ar an external application, & global transaction correlator links events from a message flow to one
or more related message flows or external applications. An event must contain a local transaction
correlator, but need not contain a parent transaction correlator or global transaction correlator,

Local transaction correlator:
@ Automatic Specify location of correlator

Description

The local carrelator used by the maost recent event for this message flow invocation will be used, If
no local correlator exists yet, a new unique value will be generated.

Parent transaction correlator:
@ Automatic Specif location of correlator

Description

The parent correlator used by the most recent event for this message flow invocation will be used. If
no cotrelator exists yet, no parent correlator will be used,

Global transaction correlator
@ Automatic Specify location of correlator

Description

The global correlator used by the most recent event for this message flow invocation will be used, If
no correlator exists yet, no global correlator will be used.

Figure 4-5. Edit Eventi Correlation

13. Optional: Choose whether the emission of monitoring events by a message flow is coordinated
with the message flow transaction, or is in an independent unit of work, or is not in a unit of
work. Click the Transaction tab and select the appropriate option for Event Unit of Work .

In general, if you want an event to be emitted only if the message flow transaction commits,
select Message Flowif you want an event to be emitted regardless of whether the message flow
transaction commits or rolls back, select None if you want a group of events to be emitted
together regardless of whether the message flow transaction commits or rolls back, select
Independent

Message flow

The event, and all other events with this setting, are emitted only if the message flow commits its
unit of work successfully.

If the transaction start event is specified to be included in the message flow unit of work, but the
message processing fails and this unit of work is not published, the transaction start event will be
included in an independent unit of work. This ensures that your monitoring application receives a
pair of events (start and rollback), rather than receiving a rollback event in isolation.

Independent

The event is emitted in a second unit of work, independent of the main unit of work. The event,
and all other events with this setting are emitted whether or not the main unit of work commits
successfully.

An independent transaction can be started only if the main transaction has been either committed
or rolled back. If the Commit count property of the flow is greater than one, (Configurable
message flow properties), or the Commit by message group property is set (Receiving messages
in a WebSphere MQ message group), the events targeted for the independent transaction are
instead emitted out of sync point, and a message is output stating that this has been done.

None

The event is emitted out of sync point (not in any unit of work.) The event is emitted when the
message passes through the event source, and is available for reading immediately.

© 2017 Nastel Technologies, Inc. 14 AP/IIBP 604.003
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14. Click Finish. The Eventstable in the Monitoring tab of the Properties view for the node is
updated with details of the event that you just added; the event is enabled.

15. Optional: Disable the event.
16. Save the message flow.

4.4 Enable Flow Event

To receive monitoring events, complete the following steps.
1. Configure event sources on the flow.

You can configure event sources by using either monitoring properties or a monitoring profile.
For instructions, go to the IBM Knowledge Center:

o Configuring monitoring event sources by using monitoring properties
o Configuring monitoring event sources by using a monitoring profile

2. Enable/disable event sources.

You can enable event sources by using either the monitoring properties on the node or the
-i parameter on the mgsichangeflowmonitoring command. For instructions, go to the
IBM Knowledge Center, Enabling and disabling event sources.

When events are configured for a message flow and deployed to the integration node, you can
enable and disable individual events.

9 If you enable and disable events from the command line, you do not need to redeploy the
message flow.

1 If you use the Message Flow editor to enable or disable events, you must redeploy the
flow.

To enable or disable eventfrom the command line, use the mgsichangeflowmonitoring
command, as shown in the following examples.
To enable events:
mgsichangeflowmonitoring IBNODE
- e default
- f myMessageFlow
- s "Nodel_Label.termin al.out,Node2_Label.terminal.in"
- i enable

To disable events:
mgsichangeflowmonitoring IBNODE
- e default
- f myMessageF low
- s "Node_Label.terminal.catch”
- i disabled
You can enable or disable multiple events at once. The change of state takes effect immediately.

If you configured events by using monitoring properties, the change persists if the message flow
is restarted, but is lost if the message flow is redeployed. To make the change permanent, you
must also update the monitoring properties.
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3.

4.5

Activate monitoring for the flow.

You can activate monitoring by setting the -c parameter on the mgsichangeflowmonitoring
command. For instructions, go to the IBM Knowledge Center, Activating monitoring.

Examples:

Activate monitoring for all message flows in all integration servers:
mgsichangeflowmonitoring WBRK_BROKER - C active -g -]

Activate monitoring for all message flows in application “applicationl” in integration server
default:

mgsichangeflowmonitoring IBONODE -cactiv e -edefault - k applicationl -]

Activate monitoring for message flow “myflow1” in library “libraryl” referenced by application
“application1” in integration server default:
mgsichangeflowmonitoring IBONODE - C active - e default -y libraryl -k
application1 - f myflowl

Subscribe to the topic for the flow. For instructions, go to the IBM Knowledge Center,
Subscribing to event message topics.

The form of the topic name is as follows:
$SYS/Broker/ brokerName /Monitoring/ executionGroupName / flowName

Create Subscription

Create subscription to forward event to a queue or use a topic in Direct Feed probe. (Refer to section 4.7
for samples of XML feeder for Direct Feed broker probe to use with a subscription to a topic or direct

topic.)
1

A subscription to forward to a queue ensures all flow events are processed even if Direct Feed is
temporarily down, but can fill up the queue.

A topic is only active when Direct Feed is running so it will not fill up a queue, but could miss
data when down.
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4.6 Configuring Direct Feed Probe

First you must configure the Direct Feed Probe to define the required parser instances. Here is a portion
of a parser definition showing the various parts of the configuration.

| <parser name="XmlParser" class="com.nastel.janus.probe.directfeed.parsers.MessagehctivityXmlParser">
<property name="SignatureDelim" 14 />

=http://www.ibm.com/xmlns/prod/websphere/messagebroker/6.1.0/monitoring/event" />
a s ker*/--> <!-- defaults te host name where Direct Feed probe is running -->

<property

rverIp" locator="/wmb:event/wmb:eventPointData/ServerIp"” locator-type="L. 1%/ -
"ApplName" locator="/wmb:event/wmb:eventPointData/wmb:messageFlowData/wmb:messageFlow/Gwmb:uniqueFlowName" locator-type="Label"/>
=" /wmb : event /wnb : eventPointData/wmb:messageFlowData/wmb:broker/Gwmb:name" locat "
SSAGING_SERVER'"/>
wmb : event/wrb: eventPointData/wmb :messageFlowData/wmb:node/fwmb: nodeLabel”
fwmb : event/wmb: eventPointData/wmb:messageFlowData/wmb: node/fwmb:nodeType” 1

tor="/wmb:event/wmb:bitstreamData/wmb:bitstream" 1 ator-type="Label" datatype="Binary" "baseb4Binary"/>
tor="/wmb:event/wmb:eventPointData/wmb:eventData/wmb:eventIdentity/fwmb:eventName" 1 ="Label"/>
="/wmb : event/wmb: eventPointData/wmb:messageFlowData/wmb:node/éwmb :nodeType" lo

vent/wrb : eventPointData/wmb :messageFlowData,/wmb: nod deType" 1 abel">

="/wmb:event/wnb:eventPointData/wnb:eventData/wnb: eventCo tion/@wmb:loca onId" locat

or-typ

outingInfo/TrackingId"

me='RoutingIngf

wmb : event/wmb : applicationData/wmb: complexContent [dwmb: elem

ue="0" datatype="Number"/>
nt/wmb:eventPointData/wmb:eventData/wmb:eventSequence/(fwmb:creationTime" locator-type="Label" datatype="DateTime" for

nt/wmb:eventPointData/wmb:eventData/wmb:eventIdentity/fwmb:eventName" locator-type="Label">

</parser>

Figure 4-6. Parser Definition

The Direct Feed Probe contains several predefined parsers and feeders to handle some common sources
and formats of activity data. For a detailed description of each of the parsers or feeders, refer to the
reference sample for the Direct Feed Probe. See the tw-direct -feed - probe.xml file in
samples/message-broker.

4.6.1 Configuring Parsers
A parser definition contains the following attributes:
1 name— unique name for the parser

1 class —Java class implementing parser
A parser definition contains the following sub-elements:

9 <property> — defines the setting for a property of the parser instance. The set of supported
properties depends on the class of parser.
9 <field> - defines the transaction operation fields to set and how to extract the values for these

fields from the raw activity data. Fields can optionally contain the following sub-elements:

o <field -map>— defines how to translate values extracted from raw activity data to the
required transaction operation values.

0 <field -locator> — defines the location or position in the raw activity data to extract the
value from. A field can have multiple locators, which implies that the value for the field
comes from multiple locations in the activity data. Each <field -locator> can have its
own set of <f ield - map>entries.
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4.6.2 Configuring Parser Fields

The field definitions indicate how to extract the value for each operation field from the raw activity data,
and include the following attributes:

1
1

name — name of activity field, which must be one of the supported fields. See list below.

separator  — string to insert between values when concatenating multiple values from raw
activity data to form field value.

Field definition also includes the following <field - locator>  attributes:

(0]

locator — defines how to locate the value for the field. It can be comma-separated list of
items, indicating the field value is the concatenation of the values at the specified locations,
with each extracted value formatted using the same rules and separated by the string defined
by separator . How this is interpreted depends on the class of parser, as well as the
locator -type value (for parsers that support multiple locator  types. Examples of
locators supported by built-in parsers are:

A position in a delimited string (e.g. CSV)
A name for name/value pairs

A regular expression group number

A XPath expression

locator -type —indicates how to interpret the locator . Parsers that only support one type
of locator ~ will ignore this and assume locator is of the supported type. The recognized
values for this attribute are parser-specific. The built-in ones are:

A FeederProp - locator string is the name of a property supported by the parent feeder,
causing the value of the field to be the value of the feeder property

A Index — locator is a generic index, offset, or position within the raw activity data, e.g.
field position in a CSV string

A Label — locator is the name for a name/value set in the raw activity data
A REGroupNum- locator is the regular expression group number to retrieve value from
A REMatchNum-— locator is the regular expression match iteration to retrieve value from

datatype — indicates how to interpret the value extracted from the raw activity data. This
attribute is only relevant for fields whose value can be represented in several ways (and
ignored for fields that are simple strings). An example of such a field is a date, which can
either be a formatted string that needs to be parsed, a numeric timestamp. The supported data
types are:

A String - raw value is a character string (this is the default data type)
Binary — raw value is a sequence of bytes, represented in the specified format .
Number — raw value represents a numeric value

DateTime — raw value represents a date/time expression in the specified for mat (e.g.
2011-08-1517:21:56.426 385)

A Timestamp — raw value is a numeric timestamp in the specified units
radix — indicates the radix (base) for a numeric value.

units — indicates how to interpret a numeric value. The supported units are parser- and
field-specific. The current built-in unit types are:

A Seconds
A Milliseconds (default)
A Microsecond s

> > >
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o format - indicates the format that the field value is in. The supported formats depend on the
parser and field data type.

A For Binary data, format is one of:
1 base64Binary — raw value is the base64-encoded representation of a binary
sequence
1 hexBinary —raw value is the hex-string representation of a binary sequence
A For numeric data, format is a character string describing the format of the number. This
is only required if value is not a standard representation of a real number. The supported
formats are those supported by the class java.text. Decimal Format . An example of
a format string is “#,##0.00 . Some of the more common format specifiers are:
0 Digit
#  Digit, with zero as absent
Decimal separator or monetary decimal separator
- Minus sign
., Grouping separator
E Separates mantissa and exponent in scientific notation
0% Divide by 100 to convert from percentage
A For DateTime data, format is a character string describing the format of the date/time
expression. The supported formats are those supported by the class
java.text.SimpleDateFormat , with the addition of support for microsecond
fractional seconds (by using a format specification of “SSSSS$ for fractional seconds).
An example of a format string is “yyyy - MMdd HH:mm:ss.SSSSSS ”. Some of the
more common format specifiers are:
y  Year (2- or 4-digit)
M  Month in year
d Day in month
a  Am/pm marker
H  Hour in day (0-23)
k Hour in day (1-24)
K Hourinam/pm (0-11)
h Hour in am/pm (1-12)
m  Minute in hour
s  Second in minute
S  Microseconds (if more than 3 specifiers), otherwise Milliseconds
z General Time zone (e.g. PST; GMT-08:00)
Z RFC 822 Time zone (e.g. -0800)
See documentation for ja va.text.SimpleDateFormat for a detailed description of
the format specifiers.
0 value - indicates that the value for this field is the specified constant value, instead of

deriving it from the raw activity data. Useful when the field is not represented in the raw
activity data, but it’s desired to record a value for this field, where this value is constant for
all activity data.

AP/IIBP 604.003
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Field definitions can also contain the following sub-elements:

1

<field -locator > — defines how to locate the value in the raw activity data, as well as the
format it is in. This element contains the attributes defined above. Multiple < field - locator >
sub-elements can be specified to set the value for the field as the concatenation of multiple items
from raw activity data, with each item separated by the separator  string defined in the parent
<field> element. The locator information for a field can be specified either using this sub-
element, or via the properties directly in the <field>  element, but not with both. The only time
that this sub-element must be used is when each raw item must be interpreted and/or formatted
differently.

<field - map> — defines how to convert values in the raw activity data to its corresponding

supported activity field value. This element has the following attributes:

0 source 1 raw activity data value to map. Specifying an empty source value (e.g.,
s o ur c e)#ndicates that the target value for this entry should be used as the default value
if raw activity data value does not match any of the source entries in this map.

0 target 1 valueto map source to

If there is no mapping defined for a raw activity data item (and no default value defined), then the
value is used unchanged.

The set of supported fields is:

1
T

= =4 =4 =4

ServerName — Host name of server to associate with activity
Serverlp — IP Address of server to associate with activity

ServerOs — String identifying information (e.g. type, version) about operating system associated
with activity

AppIName — Name of application associated with the activity. This field is required.

UserName — Name of user associated with the activity

ResourceMgr — Name of resource manager owning resource associated with the activity
ResMgrType — Type of resource manager owning resource associated with the activity.

Supported types are:

UNKNOW
APP_SERVER
CICS_REGION
DATABASE_SERVER
MESSAGING_SERVER
STANDALONE_SERVER

Resource — Name of resource associated with the activity

O O O O O O

ResType — Type of Resource associated with the activity. Supported types are:

UNKNOWN
C_RUNTIME
CORBA_OBJECT
DATABASE
DNET_RUNTIME
ENQ_MODEL

FILE
JAVA_RUNTIME
JMS_DESTINATION

O O OO0 oo o o
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=A =4 =4 =

=A =4 =4 4 4 4

IJMS_QUEUE
JMS_TOPIC
JOURNAL

MAP
MSMQ_QUEUE
NETWORK
OS_RUNTIME
PARTITION
PORTAL_APP
PROGRAM
WEB_APP
WEB_SERVICE
WMQ_CHANNEL
WMQ_QMGR
WMQ_QUEUE
WMQ_TOPIC

O O OO0 OO0 OO0 O o oo oo o o

ActivityName  — Name to assign to activity entry. Examples are operation, method, API call,

event, etc. This is a required field.

ActivityType — Type of activity. Supported types are:
OTHER
BROWSE
CALL
CLOSE
END
INQUIRE
OPEN
RECEIVE
SEND
SET
START
URL

StartTime — Time action associated with activity started

O O O OO OO0 O o oo o

EndTime — Time action associated with activity ended
ElapsedTime — Elapsed time of the activity

StatusCode 7 Indicates completion status of the activity. Supported statuses are:
o FAILED

0o SUCCEEDED

0 WARNING

ReasonCode — Numeric reason/error code associated with the activity

ErrorMsg — Error/exception message associated with the activity

Signature  — Identifier used to uniquely identify the data associated with this activity
Tag — User-defined label to associate with the activity, generally for locating activity

Correlator ~ — Identifier used to correlate/relate activity entries to group them into logical entities

ActivityData — User data to associate with the activity
Value - User-defined value associated with the activity (e.g. monetary value)
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The following rules apply to processing fields for an activity entry:

9 Ifarequired field is not specified, then activity data is not recorded.

9 Only one of ServerName or Serverlp need to be specified. The one that is not specified will
be derived from the one that is. If neither are specified, the local system name and IP Address
that feeder is running on is assumed.

1 For StartTime , EndTime, and ElapsedTime , whichever ones are not specified are derived
from the others, as follows:

o If none specified, current time that event is being logged is used for both start and end times,
with an elapsed time of O

o If both start and end times are specified, elapsed time is derived from difference between
them

o If only one of start or end times is specified, other is derived from specified one and the
elapsed time (using O if not specified)
If StatusCode is not specified, a status of SUCCEEDEI used.

4.7 Configuring Feeders

Below is the feeder snippet portion from the XML configuration file. (See sample tw-directfeed
probe.xmffile in Direct_Feed Probe\tworks-feed-probe\samples\message-broker):

Example 1

This is sample of the feeder element that tells direct feed probe to read monitoring events from a queue.
<feeder name="EventFeeder"

class="com.nastel. anus.probe.directfeed.feeders.WmgFeeder">

<! --  host name where TransactionWorks Analyzer is running and its port number

to listen for upcoming Probe connections - >
<ta - conn protocol="TCP" host="localhost" port="6400"/>

<I-- IBM WMQ Queue Manager na me where Message Broker is running - >
<property name="QueueManager" value="QMGR"/>

<! --  Topic subscriptions destination queue - >

<property name="Queue" value="NASTEL.EVENT"/>
<parser - ref name="EventParser"/>
</feeder>

Example 2
This is sample of the feeder element that tells direct feed probe to subscribe to a topic for monitoring
events.

<feeder name="TopicFeeder"
class="com.nastel.janus.probe.directfeed.feeders.WmqFeeder">

<! --  host name where TransactionWorks Analyzer is running and its port number

to listen for upcoming Probe connections - >
<ta - conn protocol="TCP" host="localhost" port="6400"/>

<l--  IBM WMQ Queue Manager name where Message Broker is running - >
<property name="QueueManager" value="QMGR"/>

<! --  TopicString re presents a fully qualified topic name or a topic set

using wildcard characters string to subscribe when using Publish/Subscribe

framework to connect to the tracking event stream - >
<property name="TopicString"

value="$SYS/Broker/brokerName/Monitoring/ executionGroupName/flowName"/>
<parser - ref name="EventParser"/>

</feeder>
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A feeder definition contains the following attributes:
1 name - unique name for the feeder
1 class - Java class implementing feeder
A feeder definition contains the following sub-elements:
1 <property> - defines the setting for a property of the feeder instance. The set of supported
properties depends on the class of feeder. (See full list of supported properties in section 4.2.)

I <ta-conn> — defines the connection information to use to connect to the TransactionWorks
Analyzer. This element has the following properties:

0 protocol — communications protocol to use to connect to analyzer. Supported protocols
are:
A FILE — not really a communications protocol, but can be used to just record transaction
activity to a file. Mainly useful for testing.
A HTTP-use HTTP to connect and send data to analyzer
A TCP-—use TCP/IP to connect and send data to analyzer

0 host — host name or IP Address of server where analyzer is running. Not used with FILE
protocol.

0 port — communications port that analyzer is listening on for connections. Not used with
FILE protocol.

o file —name of file to write transaction activity to. Only used with FILE protocol.

1 <parser -ref> — assigns the specified parser to this feeder. A feeder can have multiple parser
references. The parsers are applied to each raw activity data item until a parser successfully
processes the raw activity data. However, not every parser is compatible with every feeder. A
parser handle data in one or more formats, and as a result, can only be used with feeders that can
provide the raw activity data in that format.
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Chapter 5: Using |IB Probe

The Direct Feed Probe contains several predefined parsers and feeders to handle some common sources
and formats of activity data. For a detailed description of each of the parsers or feeders, refer to the
AutoPilot TransactionWorks Direct Feed Probe Installationdhsie r 6 s Gui d e

5.1 Execute Direct Feed Probe

The Direct Feed probe can be executed by using the appropriate script:
M tworks -feed - probe.bat for Windows
T tworks -feed - probe.sh for Unix

Each script simply starts the probe, passing any command line arguments to the probe. The supported
command line arguments are shown in the table below.

Table 5-1. Command Line Arguments
Argument Description
- f.<cfg_ file> Load D.irect F_eed probe c_onfiguration from the specified file.
Default: config/tw - direct - feed - probe.xml
-d Enable debug-level logging
-t Enable trace-level logging
-h, -? Display usage message
For example:

Start Direct Feed and verify it successfully connects to the queue manager and sends messages to the
Transaction Aanalyzer.

M For Windows:

<tworks - feed - probe>tworks -feed - probe.bat - f.C: \ DirectFeedProbe \
df - broker \tw-direct -feed - msi-simulator - probe.xml

91 For Unix:
Jtworks - feed - probe.sh -fitw -direct -feed - probe.xml
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5.2 Captured Data in Transaction Analzer

The Direct Feed Probe applies the specified parser to the IIB event message text, extracting the activity
fields from the 1B events, and sending the activity information to the Transaction Analyzer. See the
figure below for an example of the facts produced.

%) AutoPilot M6 Domain - Deployment Tool
=y

- TransactionWorks
=] ¥ Transaction_Analyzer
"5@ Actions
-8l Facts

E=R AnalyzerStats
7@ DBStats
=] HopStats
G880 Application
(@) MsgFormat
-@ MNetwork
-@ Operation
'@ OperationSeverity
G880 OperationType
C£HE8 Resource
-@ ResourceMgr
-@ ResourceMgrType
'@ ResourceType
G- Server
CEHE@ TransportType
-@ User
@ since_last_reset_sec: 77501
(@) ProbeStats
[+ @ Tracking
EI" TransactionStats
-@ Application
-@ Milestone
G880 Resource
G880 ResourceMgr
-@ ResourceMgrType
-@ ResourceType
-@ Server
G880 TransactionGroup
=HE TranStatus
" Complete
G Failed
In Progress
CH@ Missed SLA
[FHE User
- @ active_transaction_count : 0
- @ last_duration : 54

@ last_update : Thu Apr 23 10:49:30 EDT 2015

- @ ta_start_time: Wed Apr 22 13:03:29 EDT 2015

=

Figure 5-1. Facts
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The figure below shows an example of AutoPilot policies set up to monitor application performance by
analyzing multiple events emitted in the 11B flow transaction. These are business policies driven by the
sensors that assess the data; that is facts published by Transaction Analyzer. Sensor decisions are based
on the rules that vary from simple to complex. Automation Alert notification can be easily set to notify

the user of violations.

*¢/%|§/0]

{x] Application Chatter Analysis - ds://tworks/tworks_hops.pxml [active]

©* Transaction Performance - ds://tworks/tworks_analysis.pxml [active]

s¢o* F0 Ve ]t/eeev |

it

= 9 Application Chatter Analysis

B’

™ Network
® servers

) Resources Managers

L] Applications

=t “ 60.00: Applications/Exceptions

“ 30: Fail Count for Application(TRAM)

a 30: Fail Count for Application{CALYPSO-CIBOS)

[ 996.39: Applications/Avg Message Latency (ms)

= ) ApplicationsfAvg Operation Time (ms)

=5 . 3.238.24: Applications/Max Operation Time (ms)

. 1,.473.40: Max Operation time for Application(TRAM)

. 3.841.68: Max Operation time for Application(Trade Settlement)
. 3,221,90: Max Operation time for Application(OFAC/BSA Screening)
- . 4,416,00: Max Operation time for Application(CALYPSQ-CIBOS)
B a 297,227.76: Applications/Total Msg Volume (bytes)

fi % 2,487.74: Applications/Avg Message Size (bytes)

e “ 538,621.33: Applications/Avg Throughput (msgs/sec)

! Resources
[ “ 60.00: Resources/Exceptions
(- 996.39; Resources/Avg Message Latency (ms)
- 1,382.79: Resources/Avg Operation Time (ms)
- 3.067.69: Resources/Max Operation Time (ms)
23 ﬂ 194,341.23: Resources/Total Msg Volume (bytes)
= 2,654.67: Resources/Avg Message Size (bytes)
61 307.765.72: Resources/Avg Throughput (msgs/sec)
e Resource Types
60.00: Types/Exceptions

60: Fail Count for ResourceType(WMQ Queue)

L] Types/Avg Message Latency (ms)

i 0 27.42: Types/Avg Operation Time (ms)
E . 2,071.76: Types/Max Operation Time {ms)
£ “ 1,263,218.00: Types/Total Msg Volume (bytes)
£ . 5,127.69: Types/Avg Message Size (bytes)

P B R B

et je/eev |

1

=89 Transaction Performance

- Tracking Stats

=) Transaction Analysis

=89 By Tier

=@ 2.00: Total Processed

. 0: ResourceMgrType Standalone Server Processed
0 2: ResourceMgrType Messaging Server Processed
- 0 ResourceMgrType Application Server Processed
- 20.00: Total Inprogress

=69 20.00: Total Missed SLAs

™ 10 ResourceMgrType Standalone Server Missed SLAs
® o ResourceMgrType Messaging Server Missed SLAs
™ 10 ResourceMgrType Application Server Missed SLAs
= ﬂ 134.96: Avg Duration

ﬂ 4.16: ResourceMgrType Standalone Server ms. Duration

0 396.56: ResourceMgrType Messaging Server ms. Duration

0 4.16: ResourceMgrType Application Server ms. Duration
=+ By ResourceMgr
=@ 138.00: Total Processed
“ 60.00: Total Inprogress
=679 60.00: Total Missed SLAs
=-@® 3,258.48: Avg Duration
“ 5.97: WebSphere Application Server w6.1 ms. Duration
“ 2,924.91: TRAM.QMGR ms. Duration
“ 4.16: Trade Transformation ms. Duration
“ 4,809.70: Trade Settlement ms. Duration
ﬂ 4.16: Trade Enrichment Process ms. Duration
ﬂ 4.16: RulesDEtermination-Adapter ms. Duration
0 4.16: Routing Service ms. Duration
0 2,924.91: QMPFED ms. Duration
W 2,896.17: QMPCITI ms. Duration
0 6.01: Oracle WebLogic Server 11gR1 PS4 (10.3.5) ms, Duration
ﬂ 2,924,91: OFAC.QMGR ms. Duration

< | 111 |

Figure 5-2. Monitor Applications Performance
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5.3 Results — Transaction Trace Flow

The figure below shows a sample of the IIB transaction flow in the TransactionWorks Web interface

showing details of the transaction flow diagram and the trace details.

Summary > Trace Details

Welcome. Admin

Started -] B Rl 2016-07-11 BN 2016-07-11
Trace
Mark as incomplete :» 1111
Start Date Applications Tra;j‘::l::lon SLA Status Status Text mm':‘k:)::‘m Tr;::;(‘:;:" m Transaction ID .

o

2016-07-11 02:45:35 TESTNODE_na..  Complete ¢ Within SLA @ 0:00:00.000  0:00:00.020

Transaction ID 1
| Transaction Flow Diagram | r Timeline | T Trace(6) | T i

[ Show Hierarchy = <15

" _ _ _ Elapsed Time _ o Message Age ‘Completion Resource
Operation Name Resource — Message Id T e T
2016-07-11 02:45:34.997 HTTPInput.TransactionStart  HTTP Input 01 | ] WIN- Ser.. TES
2016-07-11 02:45:34.997 HTTP Input.OutTerminal HTTP Input 0 ] Succeeded WIN-D78FDQSDE.. Messaging Ser... TES
2016-07-11 02:45:35.004 Java Compute.InTerminal Java Compute 03 [ ] Succeeded WIN-078FDQEDS.. Messaging Ser... TES
2016-07-11 02:45:35.009 Java Compute.OutTerminal Java Compute 04 i ] Succeeded WIN-D78FDQSDE.. Messaging Ser... TES
2016-07-11 02:45:35.011 HTTP Reply.InTerminal HTTP Reply 05 = ] Succeeded WIN-D78FDQBDS... Messaging Ser... TEEn
: D
Summary = Trace Details weicome: Admin | L} | ()

Started AU 2016-07-11 & 2016-07-11
Trace
Mark as incomplete 1111
Transaction Workload Transaction
SO R m SA S T (NEMRESS Bun m fEsseen® .

[ HTTP Input{100%)

TESTHOIE nastel{100%)

] luw5{100%) _ T

] HTTP Reply(100%)

| "\ lava Comnutal100%)

2016-07-110302:06  TESTNODE na.  Complete o Within §LA @) 0:00:00000  0:00:00.001
o D
Transaction ID 2
| Transaction Flow Diagram Timeline | Trace(5) | T i |
Select Flow Diagram | Logical Unit of Work B2 [ show Containers [] Show Group Boxes | [ -33% =—Or— (=P < 1> ]
R — i 8
RERE 0 o
| - i
1R |
B a i
Lol e mptioes)] i
P B R
REREE i L
L id
L pTTIam e =] i
[_] Messaging Server(100% 4] | n@ { "
) TESTNODE _nastel.defau 6 £ i 1:
- o
luw6({100%) i 10
u e TESTNODE nastel.defanle. Iz Java (100%) 9
I
il
|
[

Figure 5-3. Transaction Flow in TransactionWorks
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A.1 Naste | Documentation

The following table provides a list of reference information required for using the AutoPilot

TransactionWorks Probes.

Table A-1. Nastel Documentation

Document Number
(or higher)

Title

AP/JBOSS 410.001

AutoPilot Plugin for JBoss Guide

MG6/INS 623.001

AutoPilot M6 Installation Guide

M6/USR 623.001

Aut oPi |l ot M6 Administratorodéds Gui @

M6/WS/JMX 600.002

AutoPilot Plugin for WebSphere Application Server (JMX) Guide

TWORKS/E USR 653.001

AutoPilot TransactionWorks Explorer Installatonandé r 6 s Gui d

TWORKS/E ADM 653.001

AutoPilot TransactionWorks Explorer Administration Guide

TWORKS/NP 650.001

Aut oPil ot TransactionWorks . NET H

TWORKS/P 650.002

AutoPilot TransactionWorks Java Probes Installation and Oser Gu i d

AutoPilot TransactionWorkEr ansacti on Anal yzer

TWORKS/TA 653.002 X

Guide
TWORKS/TP 653.002 AutoPilot TransactlopWorks Probe for ngSphere MQ_ (Distributed)

I nstallation, Configuration and U\
TWORKS/WSz 650.003 AutoPilot TransactionWorks Probder z/OSlnstallation and User Guide

TWORKS/DFP 653.001

Aut oPil ot TransactionWorks Direct
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Appendix B: Conventions

B.1 Typographical Conventions

Table B-1. Typographical Conventions

Convention Description

Used to identify links to referenced material or websites.

Blue/Underlined Example: support@nastel.com

Used to identify topical headings, glossary entries, and
Bold Print toggles or buttons used in  procedural  steps.
Example: Click EXIT .

Used to place emphasis on a title, menu, screen name, or

Italic Print other category.

Used to identify keystrokes/data entries, file names, directory

Monospaced bold
names, etc.

o Used to identify wvariables in an address location.
Monospaced italic Example: [ C:\ AutoPilot Home ]\ documents,
where the portion of the address in brackets [ ] is variable.

Monospaced text Used to identify addresses, commands, scripts, etc.
Normal Text Typically used for general text throughout the document.
Table Text Table text is generally a smaller size to conserve space.
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Glossary

Application: A logical collection of software components that perform a business function, running on a
specific server.

AutoPilot M6: Nastel Technologies’ Enterprise Application Management Platform. AutoPilot monitors
and automates the management of eBusiness integration components such as middleware application,
application servers and user applications.

AutoPilot/Message Tracking (AP/MT): Nastel’s AutoPilot/Message Tracking plug-in that enables
AutoPilot to intercept message exits and forward the statistical data to an AutoPilot expert.

AutoPilot TransactionWorks (AP/TW): Nastel Technologies’ transaction and application performance
monitoring product.

AutoPilot/WebSphere Message Queue Integrator (AP/WMQI)Formerly AP/MQSI.
BCI: SeeByte Code Instrumentation.
BSV: SeeBusiness Views.

Business Transaction: A collection of related Transactions that comprise a user defined business
function (for example, purchase a book, return merchandize, purchase stock). Each of the business
activities may be comprised of various workloads.

Business View (BSV):A collection of rules that define a desired state of an eBusiness environment.
Business Views can be tailored to present information in the form most suited to a given user, as defined
by the user.

Byte Code Instrumentation (BCI): The process of adding small portions of Java byte code around
methods of a Java class. The added code performs tasks such as time spent or CPU utilization within the
monitored class.

CEP: SeeComplex Event Processing.

CEP Server: A container that can host any number of AutoPilot services such as experts, managers,
policies, etc. (called managed node prior to AutoPilot M6 Service Update 6.)

Client: Any programming component that uses the AutoPilot infrastructure; for example, the AutoPilot
Console.

Common Object Request Broker Architecture (CORBA): A standard defined by the Object
Management Group that enables software components written in multiple computer languages and
running on multiple computers to work together. It can be invoked from a Web browser using CGI
scripts or applets.

Complex Event ProcessingCEP): Primarily an event processing concept that deals with the task of
processing multiple events from an event cloud with the goal of identifying the meaningful events within
the event cloud. CEP employs techniques such as detection of complex patterns of many events, event
correlation and abstraction, event hierarchies, and relationships between events such as causality,
membership, and timing, and event-driven processes.

Composite Application: A collection of applications that collaborate or communicate with each other
(have related sessions).

Console:The console acts as the graphical interface for AutoPilot.
Contacts: A subordinate to a given Manager or Expert.
CORBA: SeeCommon Object Request Broker Architecture.
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Data Source Name:A Data Source Name (DSN) is the logical name that is used by Open Database
Connectivity (ODBC) to refer to the drive and other information that is required to access data. The name
is use by Internet Information Services (II1S) for a connection to an ODBC data source, (example:
Microsoft SQL Server database). The ODBC tool in Control Panel is used to set the DSN. When ODBC
DSN entries are used to store the connection string values externally, you simplify the information that is
needed in the connection string. This makes changes to the data source completely transparent to the
code itself.

Deploy: To put to use, to position for use or action.

Derby Database Server:A relational database management system that is based on Java and SQL. It
will run in any certified Java Virtual Machine.

Domain Server: A specialized managed node that maintains the directory of managed nodes, experts etc.
The domain server is also capable of hosting experts, managers, etc.

DSN: SeeData Source Name.

Event: An Eventis something that happens to an object. Events are logged by AutoPilot and are
available for use by AutoPilot Policies or the user.

EVT: Event Log file extension (for example, sample.evt ).

Expert: Services that monitor specific applications such as an applications server, Web server or specific
components within the applications (for example, channels in WMQ). Experts generate facts.

Fact: Facts are single pieces of data that has a unique name and value. One or more facts are used to
determine the health of the object, application or server.

Graphical User Interface (GUI): A type of environment that represents programs, files, and options by
means of icons, menus, and dialog boxes on the screen. The user can select and activate these options by
pointing and clicking with a mouse or, often, with the keyboard. Because the graphical user interface
provides standard software routines to handle these elements and report the user's actions (such as a
mouse click on a particular icon or at a particular location in text, or a key press); applications call these
routines with specific parameters rather than attempting to reproduce them from scratch.

GUI: SeeGraphical User Interface.

Heap: In Java programming, a block of memory that the Java virtual machine uses at run time to store
Java objects. Java heap memory is managed by a garbage collector, which automatically de-allocates
Java objects that are no longer in use.

I1S: Seelnternet Information Services.

Instrumentation: Modifies a program by adding code at particular program points to capture dynamic
information. For example, a program could be instrumented to count how many times each method is
called.

Internet Information Services: Microsoft's brand of Web server software, utilizing HTTP to deliver
World Wide Web documents. It incorporates various functions for security, allows CGI programs, and
also provides for Gopher and FTP services.

Java: A platform-independent, object-oriented programming language developed and made available by
Sun Microsystems.

Java Database Connectivity (JDBC):The JDBC API provides universal data access from the Java
programming language. Using the JDBC 2.0 API, you can access virtually any data source, from
relational databases to spreadsheets and flat files. JDBC technology also provides a common base on
which tools and alternate interfaces can be built. The JDBC Test Tool that was developed by Merant and
Sun Microsystems may be used to test drivers, to demonstrate executing queries and getting results, and
to teach programmers about the JDBC API.

Java Devel op eksétsfsoKware toofs deizekbped by Sun Microsystems, Inc., for writing
Java applets or applications. The kit, which is distributed free, includes a Java compiler, interpreter,
debugger, viewer for applets, and documentation.

Java Messaging Service (JMS)A Java Message Oriented Middleware API for sending messages
between two or more clients.
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Java Platform, Enterprise Edition (Java EE): The industry standard for developing portable, robust,
scalable and secure server-side Java applications. Building on the solid foundation of Java SE, Java EE
provides Web services, component model, management, and communications APIs that make it the
industry standard for implementing enterprise class service-oriented architecture (SOA) and Web 2.0
applications.

Java Server Pages (JSP)SP technology enables rapid development of Web-based applications that are
platform independent. Java Server Pages technology separates the user interface from content generation
enabling designers to change the overall page layout without altering the underlying dynamic content.
Java Server Pages technology is an extension of the JavaTM Servlet technology.

Java Transactions API(JTA): Specifies standard Java interfaces between a transaction manager and the
parties involved in a distributed transaction system: the resource manager, the application server, and the
transactional applications.

Java Virtual Machine (JVM): The “virtual” operating system that JAVA-written programs run. The
JVM is a hardware- and operating system-independent abstract computing machine and execution
environment. Java programs execute in the JVM where they are protected from malicious programs and
have a small compiled footprint.

JDBC: Seelava Database Connectivity.

JDK: Seelava Developer's Kit.

JMS: Seelava Messaging Service.

JRE: Java Run-time Environment. The minimum core Java required to run Java programs.
JSP: Seelava Server Pages.

JTA: Seelava Transactions API.

JVM: Seelava Virtual Machine.

Logical Unit of Work (LUW): A collection of operations and messages within a session that should be
considered to be a single unit of work (all or nothing property). These are generally delimited by
BEGIN/COMMIT calls.

LUW: Seelogical Unit of Work.

M6 for WMQ: Nastel Technologies” WebSphere MQ management solution. Re-designated as M6 for
WMQ (formally known as AutoPilot M6 for WMQ) with release 6.0. Prior releases retain either
AP/WMQ for version 4.0 or MQControl trademark for version 3.0 and prior.

M6 Web Server: M6 Web Server is a browser-based interface that provides monitoring and operational
control over managed resources and applications.

Managed Node:A container that can host any number of AutoPilot services such as experts, managers,
policies, etc. (Managed node changed to CEP Server with AutoPilot M6 Service Update 6.)

Manager: Managers are the home or container for policies. All business views must reside on managers,
and manager must be deployed prior to deploying a business view or policy.

Message:A physical message being transported through the TPN.
MessageOriented Middleware (MOM): A category of inter-application communication software that
relies on asynchronous message passing as opposed to a request/response metaphor.

Message Queue InterfaceThe Message Queue Interface (MQI) is part of IBM’s Networking Blueprint.
It is a method of program-to-program communication suitable for connecting independent and potentially
non-concurrent distributed applications.

MOM: SeeMessage-Oriented Middleware.

MQControl: Nastel Technologies’ MQSeries management product. Re-designated as AutoPilot/MQ
with release 4.0, prior releases retain the MQControl trademark.

MQI: SeeMessage Queue Interface.
MQSeries: IBM’s message queuing product; renamed by IBM as WebSphere MQ.
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Naming Service: A common server records “names” of objects and associates them with references,
locations and properties.

ORB: Object Request Broker.

Orbix: CORBA product distributed by IONA Technologies.

Package Manager:The command line utility that allows users to list, install, uninstall, verify and update
AutoPilot installation on any Managed Node.

PKGMAN: SeePackage Manager.

Policy/Business ViewsBusiness views are a collection of one or more sensors. Business views are used

to visually present the health and status of the different systems as well as automatically issue remedial
actions.

Resource: An entity on which transactions are executed or a medium of exchange. Examples include
Queue, DB table, file, JIMS topic.

Resource Manager:An entity that is managing a collection of resources. Examples include a WMQ
Queue Manager, Application Server, Database Server.

Sensor:A rule that is used to determine the health of an object or application based on one or more facts.
Actions can then be issued, based on the health.

Server: A physical or virtual node within a TPN that hosts all transaction processing activity.

Session: Aspecific period of execution of an application. Examples include the interval during which a
database or queue manager connection is active.

Simple Mail Transfer Protocol (SMTP): A TCP/IP protocol for sending messages from one computer
to another on a network. This protocol is used on the Internet to route e-mail. See also communications
protocol, TCP/IP. Compare CCITT X series, Post Office Protocol.

SMTP: SeeSimple Mail Transfer Protocol.

Speed Manager: Type of manager which allows loading of policies from a “Speed Folder” which
automatically loads all .bsv and .bsp files located in the folder upon manager’s start.

TCP/IP: SeeTransmission Control Protocol/Internet Protocol.

Transaction: A group of activities targeted at achieving a common goal or a task. Collection of related
sessions and LUWs.

Transmission Control Protocol/Internet Protocol (TCP/IP): A protocol developed by the Department
of Defense for communications between computers. It is built into the UNIX system and has become the
de facto standard for data transmission over networks, including the Internet.

Virtual Machine: Software that mimics the performance of a hardware device, such as a program that
allows applications written for an Intel processor to be run on a Motorola chip. Also seelava Virtual
Machine.

WebLogic: A Java EE compatible application server platform which enables support for multiple
programming models, which includes advanced administration tools and is the ideal foundation for
Service Oriented Architecture (SOA).

WebSphere MQ: IBM’s message queuing product; formerly known as MQSeries.

Websphere_ MQ_Manager: A specialized manager capable of hosting one or more WebSphere MQ
specific policies, apart from the regular policies.

Wireless Application Protocol (WAP): An open global specification that is used by most mobile
telephone manufacturers. WAP determines how wireless devices utilize Internet content and other
services.
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